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SUBJECT: 1953 UK/US COHSEC Conference 

TO i P/P FROM: C/3EC DATE: AUG 3 - V3b3 m 0 . 3 

FCAustin/6Q4d9/ebs 

1* Qenerel subject* for the agenda (Phase 1) are as follows: 

a* Security of cryptosystems previously discussed in UK /US COMSEC 
Conferences and still under active consideration in the US, UK, or both. 

b. Security of PANDORA, BALDER, hitftCURI, HERCULES, and AFSAw 7224. These 
have not been discussed in earlier BRU3A CGftSiSC Conferences. 

c. Security standards. 

2* The general objectives are exchange of infomation on each cryptosystem 
considered, determination of the degree of security it affords, discussion of 
naans of improving its security where such is desirable, and arrival at agreement 
on the level of use for which it is acceptable. Security standards are to be 
diaoueaed with the aim of arriving at a coma on set of standards in judging the 
security of cryptosystems. 

3* A list of papers and reports already forwarded and to be forwarded is 
supplied ae Inclosure 1. 

4* General subjects for the agenda (Phase 2) are as follows: 

a. CCK replacement . 

b. Combined and NATO weather requirements. 

0 . On-line Combined and MATO requirements. 

d. NATO second level back up (possible replacement of NATSI for this). 

e. Remaining Combined NATO naval requirements (NC30*s and merchant 

shipping). 

f • Remaining Combined and NATO tactical requirements. 

g. Miscellaneous requirements such as IFF. 

$• The objective of this phase will be to agree on equipment or systems to 

mast requirements. 

6* The following persons are nominated as C/3BC*s delegation to the conference: 
(It should ba noted that the representation is so arranged that only two need stay 
for the entire conference. It should also be noted that, as agreed last time, there 
will ba meetings on production agreements and on COM3 SC procedural matters during 
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aaeftg-- SECURITY INFOWMaefr - 

3UBJECT: 1953 UK/US COMSUC Conference 

DATE: AUG 3 - 1953 COMMENT NO. 3 (Contd.) 

the MefmBM (beginning in the preliminary informal phase) and that adequate 
representation is necessary far them as wall as for the conference itself.) 



a. Mr. A. Kuhn - N3A-42. Mr. Kuhn would be present only for the pre- 
liminary phase. Ha would be involved in the preliminary engineering discussions, 
in the trips to IS production and engineering facilities in the production agree- 
nant conferences. This opportunity for the Chief of the Crypto-Engineering 
Division to witness UK production methods st first hand will be extremely beneficial. 
Ha would return to the US approximately 26 October. 



b. Hr. Hycm A. Page - N3A-412. Mr. Page would attend only for the pre- 
liminary security discussions and for the first part of Phase 1 of the conference 
pr ep e a r. There are to bo seme 50 different items of cryptosecurity consideration 
and Hr. Page is principally responsible for the preparation of the US papers which 
haws been and are being prepared on these items. Mr. Pegs would stay until about 
1 Somber. (Hots, for personal reasons Mr. Page night find it impossible to attend 
the conference; if such should occur Mr. Lowell Fraser (USA-412) would go in his 
stead.) 



e. Dr. Harold J. Stukey - NSA-412. Dr. Stukey would attend thru the first 
phase. As mentioned sbovo there are an exceedingly large number of points to cover 
in the security field. Dr. Stukey would remain throughout Phase 1 in order to pre- 
pare the reports which will grow out of th# informal phase and out of Phase 1 it- 
self. He would return to the US approximately 5 November. 

d. Hr. Thomas Chittenden - NSA-402. Mr. Chittenden would stay for the 
duration of the conference. During the preliminary and first stage he would attend 
thm engineering trips end discussions. As representing the C/3BC Planning Staff he 
would participate in ell the production discussions and agreements. During the 
second phase he would participate in the planning for meeting existing requirements. 
Probably the most difficult of the requirements which will come up is that of 
meteorological communications. As s member of the Combined weather security subpanel 
of the CAH-UI-US JCBC*a Mr. Chittenden is particularly well qualified for this 
problem. It Is also likely, the weather problem being so scute, that there will be 
weather meetings out elds but during the conference itself. 

e. Mr. F. C. Austin - MSA-41. Mr. Austin would stay for the duration of 
the conference. He would attend the security discussions in the preliminary and 
first phases, and would handle the US end of the procedures meetings. (We are on 
the verge of agreeing on a Combined and NATO crypto procedures manual (prepared by 
N3A-41 tad era) but there are many questions which can only be resolved at the 
conference • ) Hr. Austin would stay throughout Phase 2 since there will be many 
securi ty and procedural questions arising during discussions of requirements. Mr. 
Austin also will have recently attended a NATO meeting an cryptographic matters and 
this should bo of benefit in discussion of NATO requirements. 
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SUBJECT j 1953 UK/OS C OKS SC Conference 

DATE * AUG .5 -1953 GOKMECT SO. 3 (Contd.) 

7* C/SMC strongly supports th# suggestion node in paragraph 3 of Ccnaient Mo. 
2, that the solo criterion for disclosing equips cots or cryptoprinciples to the UK 
in spe c i fic relation to this conference should be whether they are to be reserved 
for ssalualvo OS use, e xce pt in those oases in which concurrence of a Service is 
required for disclosure of research and development under its cognisance* C/SEC'a 
opinions on release of cryptoprinciples to the UK in general are contained in 
other co rr es po n de nce addressed to you as ccnasnts to your D/F of 2 July. 



latls 

OS ■NBA Reports to be 
Available for 1953 3RUSA 
CCM91C Conferences, 29 July 53 
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SDBJECT* a 9$3 UK/trS C0H3EC Conference 

TO* C/SEC FROM* BA) MIEi ^ 0 M. 1983 C0M©JT S3. 2 

S/ASST Hr. JRC hiles/ jnr/6Ql{00 

p/p (nr toeh) 



1* ffett tiWflMlwg SataMtieB In mwmM-m vLtA the USJ US/&S cmesc tm&sevsms 
1m m rw$m^ to $ «£ emmeA ft* 1» 

a# fiAnr i r^l s^jioia for ^ Ag*i w Ai > 

0) Sftvim of o| i&gsMati& 4£ootf«ie4 pr-wrlouB^ to incladu Jatsoi 

in&raottaft on a&dgn ohm^e© vin»> the Xauat onrtfo roo oo ^ swJlts of 
further oesarity ooe&ntt-euo* and c-urtmt utatus of Oc^lo^narvte^ In the 
fOJlcwlnr. goneml oatoc^^t 

li.tux«X Cipher i$uthiao 0 

Vtilofypo SeeusHgr toi-xipacato 

3>x» eh Cooirity F,T-d.i«jnto 

Paooli&ki Seaurity fijaiptwite. 

flpao&el purpose Chypto-i^iviocKj 

Ci^do-J^torlfel prediction El 'd’Jiaanto 

IFF and Data ftowaSnatou Charity Systtti&gt 

(Z) itaoevftg&Lon of w« t-. «.;• deralopaents tatiwriaud far iitsaXuauiO to 

the V. K* 

(3) DtSKx\c«iao of ixtogreeo in ontariol* ese&oaattt* -*ad aiveiitty dwaioi?- 
jasRtr- oppX& o a t & e ta <wm.av.VeatS.on msoara-ty oqalpnanta* 

b* Qmmt£L A^ooUves to ha &o-xtqpIL»liad # os far os r>/D is onmm'&tlt if U )« 
the ©ontfcttt&U.c*j of a fall nod &aate ozoh&ngB of InSemvtian sod views an all 
ogoodei lisas covered* ^«Qme 0 t«atioo 0 of i&ich OioApc* rites m em bo i»do avail- 
v&k *0 on& the preparation of roporto listS?^ imd assessing opi^ramts 

■pad under dovtsiopecot* 

e* fapmt wA reports jrepewd or in grogegntloB vrltteln for the confoswoeo 
the DoHoothBt 

(I) Addenda to SRS3A c /6 Roe* 3 thrwxsgh J# and 201 through &U# ataare 
•ftacgO&ttte to Inlog inform tlon oasatain^i tVsrc&a op to Soto* 

(2| Jtoeertptloil of ASSAM S26 &&»ols Cbernel spaohroMuo 'Pelrtyj* 

Seosi^tqelpot) 

(3) P303&P&9SI of ATO:vK %3? (Fox imo&seafc Teletype Sooarity S^al^ocnt) 
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S0B4BGT i 3^) BK/feS COJBEC Conference (CO»B»T *>. 2 oootimod) 

00 Dsoerlption of Af&AX (FOX Broadcast elite ©jalpoent) 

(5) Diwiyttitt Of AFSAT ML (Special Purpose dpboqsr Bjaijaasot) 

0) Dasciiptico Of AFSAT D810 (Ono-far-Porr Ciphoqy Bqidpwmt) 

(7) P esci iptl ow of ApfAZ 7306 (1*6£Q bit per second wireline TxanteUslaa 
MBIlfc) 

(0) JweojAjrtjLon of AF3A£ 7308 (Halftone dfax Adaptor) 

( 9 ) Doecription of 0 PSD (Relay Rotor Analog) 

(10) Doecription of BOCSOfl (Binary Setting Oenorator) 

(XI) Report on IFF and Data Trsnsniseion Syct^ns studies (KRL and AFCI£ 

Proposal*) 

(12) Interim Report on Radiation Studies 

(13) Report on Hod 3 Koten Key Generator Studies 
(11*) Report on Fibonacci Key Genera tea* studies 
(35) Report on Polsod Magnetic Core Devices 
(16) Report on Ferro-Resonant Elements 

d« The following r/d p e rsonn el are nodnatod for the u. s. Delegation* 

Mr. H. C. Barlow 
Hr* J. R* Chilea 
Hr* H. m* Hathem 
Hr. B. 0. Erickson 
Dr. w. H* Erakina 

Nr* V. P, King (Alternate* Hr. F. L . Buck) 

Mr. Frank Mitchell (Alternate* Hr. T. H. etcher) 

Of these ma e dw essj, it is felt that it sill be necessary for only one or two of 
the first throo-nawed individuals to retaain for phases I and IX of the confosoacs 
Itself. The other R/b nparasentativss sill participate only in the informal 
discussions bstuean the engineering and security exports during the two-weak 
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SEOHBf - SECURITY INFORMATION 

1953 UK/us GOMSEG Conference OtlPY 

R/D p/p 1 July 1953 COMMENT NO. 1 

C/SBC Mr. Douglas /U2l/gaw 

S/ASST (IS TURN) 

1. The 1953 UK/US COMSEC Conference is expected to be held in London about 
1 October, The exact date has not yet been set by the Cypher Policy Board. 

2. According to the recommendations of the 1952 Conference, the following 
conditions are to apply in the forthcoming Conference: 

a. That a fortnight should be provided before the Conference opens for 
discussions between UK and US Engineering and Security experts for examination 
of equipments and for visits to establishments. Experience has shown that such 
exchanges can best be conducted informally. 

b. That the Conference itself should be in the following two phases, 
held consecutively: 

(1) Phase I: Preparation by the Engineering and Security Experts 

of reports listing and assessing equipments available and 
under development. 

(2) Phase H: Meeting between US and UK communications staffs and 

representatives of C.P.B. and AFSAC to examine and define 
Combined and NATO operational requirements and, where possible, 
to recommend equipments to meet them. 

3. It is requested that the addressees forward to this Division the 
following information: 

a* General subjects for the agenda. Detailed items need not be included 
at this time but should be under consideration for later incorporation under the 
appropriate agenda item. 

b. General objectives to be accomplished for each agenda item during the 
Conference. 

c. A notation of papers and reports prepared or in preparation in support 
of agenda items. 

d. Nomination of NSA personnel for the US Delegation. 

li. Until a firm agenda is adopted, the foregoing information should be 
considered as tentative in nature subject to later revision. 



JESSE 0. GREGORY 
Colonel, USAF 
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1953 W/VS CQHBEC Conference 



?/P 



1 Jl/L J953 

Hr. Dougins /kil /{jaw 



1. The 1953 OK/OS CCMKEC Conference is expected to oe held in London about 
1 October. The exact date hoc not yet been set by the Cypher Policy Board. 



2. According to the rccasaendetione of the 1952 Conference, the following 
conditione are to apply in the forthcaairG Conference : 

&. That & fortnight should be provided before the Conference open® far 
discussions between UK and UE Engineering and Security experts for examination 
of equipotents mvi for visits to establishments. Experience has shown that such 

exchangee cau terrt 1c conducted irJTcrnally . 

b . That the Cocferer.ce itself should be in the following two rhiioee, 
held ccnsecutivolyj 

(1) Phase Is Preparation by the Engineering and Security Experts 
of reports listing end assessing equipments available and 
under developoent . 

(2) Phase II: Meeting between US and UK ccsmmications staff e and 
representatives of C.P.B. and AFEAC to examine and define 
Cocabined and SATO operational requiroaeiitfl and, where possible, 
to reccssaend equi^ssenta to isoct them. 



3 . It is revested that the addressees forward to this Division the 
following inf creation: 

a. General subjects for the agenda. Detailed items need not be included 
at this time but should be under consideration for later incorporation under the 
a p pr o priate agenda Item. 

b. General objectives to be aeccnypXlahed for each agenda item during the 

Conference. 

c. A notation of papers and reports prepared or in preparation in support 
of agenda items . 

d. Randnatlon of X3A personnel for the US Delegation. 

4. Until a firm agenda is adopted, the foregoing information should be 
considered as tentative in nature subject to later revision. 

Alined) 

JESSE 0. GKEGGfflf 
Colonel, UKAF 
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